Blockchain and smart contracts

in smart supply chains

Co-funded by the

2022-1-FI01-KA220-HED-000086152 Erasmus+ Programme
of the European Union




S M ART E R Erasrgl.cl)s-z-u gcr!sdr:%tmhg
\ g

EXPERTENTIAL LEARNING TOOLS of the European Union

Index

Introduction 2

Smart supply chains 4

Blockchain 6
How does the Blockchain work? 8
What is the consensus algorithm in Blockchain? 9

Smart contracts 10
How do smart contracts work? 12
Smart contracts and their benefits in the enterprise 13

References 14

Introduction

Blockchain is a technology that allows recording facts or events. Man's interest
in recording facts is not recent, as we can go back to approximately 3200 B.C. to
find the first record of data storage in single-entry records, what we understand
today as databases, at which time it can be said that the systematic recording of
information began. Some four thousand seven hundred years later, specifically
in the year 1494 A.D., another historical milestone was reached when the first
codified double-entry accounting system was created, inscribed in a
mathematical book published in Venice.

The way of recording events and the technology used for this purpose evolved
exponentially from the second half of the 20th century with the emergence of
information technology. Until, from about 1991 onwards, and due to the rapid
growth of the Internet, different works on non-centralized solutions for electronic
payments appeared, that is, solutions that do not depend on the intervention of
any central supervisory entity (i.e., an intermediary). This is where the idea of
what we know today as cryptocurrency was born, although it was not yet
associated with any implementation of registers or blocks.

On the other hand, also in 1991 the first work on a secure blockchain was
published since it used cryptography. This work evolved through various authors,
such as the British Adam Back, who in 1997, after a long process of study,
proposed Hashcash, a system that initially intended, by means of a hash block
algorithm, to combat unwanted mail or spam and which later ended up being a
monetary system that gave rise, about a year later, to B-Money and Bit Gold in
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which the resources provided by distributed digital networks were already being
used, with skill and efficiency, to carry out monetary operations. Finally, in 1998,
Wei Dai, a Chinese computer engineer, described a solution to the above, a
decentralized system for electronic payments, but incorporating public key
cryptography, which guarantees payment security.

This work, in turn, was developed by other authors until 2008, when the article
defining the mechanism to implement the most famous digital currency, Bitcoin,
was published under the pseudonym of Satoshi Nakamoto. This cryptocurrency
is based on the use of the Blockchain to record transactions in a P2P network?.
For this reason, Wei Dai is commonly known as the precursor of the Blockchain,
and Satoshi Nakamoto, whose real identity is unknown (although there are so-
called candidates, but no evidence) as the inventor of Bitcoin.

This is why the Blockchain is often referred to as the technology behind Bitcoin,
as if it were its sole purpose. But the reality is that the Blockchain serves to
support a wide variety of applications. Through the Blockchain, all kinds of multi-
user technologies can be implemented, such as distributed network storage (P2P
network). On the other hand, it also serves to realize applications that greatly
accelerate its process through the elimination of intermediaries, such as Internet
voting, smart contracts, or non-fungible tokens (NFT).

The main difference between the usual centralized computing and the Blockchain
Is the way data is handled. In centralized computing, data is stored on centralized
servers and controlled by a centralized entity. In contrast, in the Blockchain, data
is stored in a decentralized network and is controlled by the community of network
users. This decentralization makes the Blockchain more resistant to attacks and
fraud, as there is no central point of failure. In addition, it is important to note that
the Blockchain is not only a technology for recording transactions but can also be
used to execute smart contracts.

A smart contract is a computer program that directly and automatically controls
the transfer of digital assets between the parties under certain conditions. A smart
contract works in the same way as a traditional contract and, in addition, it is
executed automatically. Smart contracts are programs that execute exactly as
they have been set up (coded, programmed) by their creators. Just as a
traditional contract is enforceable by law, smart contracts are enforceable by
code.

A smart contract employs basic conditions such as checking whether the amount
of the asset value to be transferred is available in the sender's account. The
Bitcoin network was the first to use some form of smart contract to transfer value
from one person to another. Later the Ethereum platform emerged, considered

Ia peer-to-peer network (P2P) network is a computer network in which all or some aspects
operate without fixed clients or servers, but rather a series of nodes that behave as equals to
each other. In other words, they act simultaneously as clients and servers with respect to the
other nodes in the network. P2P networks allow the direct exchange of information, in any
format, between the interconnected computers.
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more powerful, precisely because developers/programmers could make custom
contracts in a Turing-complete language?. It should be noted that the contracts
written in the case of the Bitcoin network were written in a Turing-incomplete
language, which restricted the potential for implementing smart contracts on the
Bitcoin network. There are some common smart contract platforms like
Ethereum, Solana, Polkadot, Hyperledger Fabric, etc.

Smart supply chains

More and more companies are operating on a global scale, which poses new
challenges, especially in terms of risks of theft, efficiency, and traceability.
Blockchain and smart contracts are technologies that can be used together to
create a smart supply chain and avoid these risks. A smart supply chain is one
that uses technology to automate and optimize processes along the entire supply
chain, from raw material sourcing through manufacturing to delivery to the end

consumer.
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In a smart supply chain, the Blockchain can be used to track the end-to-end
supply chain and provide transparency and security at every stage of the process.
By recording every transaction on the Blockchain, all parties in the supply chain
can have access to the same information, reducing errors and fraud. For
example, if a product is manufactured in one country and shipped to another
country for sale, the Blockchain can record every stage of the process, from
manufacturing to delivery to the retailer. This can include information about the
raw material supplier, the manufacturer, the transporter, the warehouseman and

2 By Turing-complete we mean a language that has a computational capacity equivalent to what
is called the Universal Turing Machine. In other words, Alan Turing devised a system that in
theory could perform any type of calculation if unlimited physical resources were available.
Applied to Blockchain technology and fundamentally to smart contracts, this concept refers to
the ability of a language with this characteristic to be applied to solve any computational
problem and implement complex structures such as loops.
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the retailer. Each party in the supply chain can add information to the Blockchain,
allowing all parties to have access to the same information. Companies can also
use the Blockchain to improve the visibility of their supply chain by allowing all
partners to post to a single ledger. This helps companies get a more accurate
picture of where they stand and helps them improve and scale their core business
processes. Even sensitive products such as food and pharmaceuticals can be
distributed through a Blockchain platform, allowing customers to always buy
authentic products and ensure that all parties comply with proper handling
procedures.

On the other hand, smart contracts can be used in a smart supply chain to
automate specific processes, such as payments, delivery registration, quality
verification, among others. For example, if a retailer receives a shipment of
products from a manufacturer, a smart contract can automate the payment
process to the manufacturer once the retailer confirms that it has received the
products in the established conditions. In addition, smart contracts can be
programmed to trigger specific actions based on predefined conditions. For
example, if a product does not meet agreed quality standards, the smart contract
can trigger a specific action, such as sending an alert to the manufacturer so that
the problem can be fixed.
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Smart contracts connect the Blockchain to the real world and are critical to
ensuring a more transparent and secure platform for conducting transactions. By
using smart contracts, all types of transactions and services can be automated
across the blockchain, providing several notable benefits such as automation,
increased trust and security, elimination of intermediaries and facilitating quality
control, among others.
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However, despite the advantages of smart contracts in the supply chain, there
are challenges that have arisen with their implementation, such as intolerance to
errors, resistance to change, lack of standards and protocols, fear of privacy and
differences in legislations.

Although Blockchain technology cannot eradicate all business problems, it can
simplify many of the transactions that take place thanks to its central process of
exchanging value and ownership.

In addition to offering advantages to companies, these technologies also benefit
their customers. Smart contracts offer a credible customer-facing perspective and
ensure the protection of information exchanged between parties. Blockchain can
provide transparency and clarity to the entire supply chain, eliminating uncertainty
and improving productivity. This would translate into a more effective distribution
and improved selling experience for the company.

Blockchain

There are several definitions for what the Blockchain is, in a simple way we can
define a Blockchain as a series of data structures, called blocks, which contain
or record all the events that occur in a distributed system of a peer-to-peer
network. Each block is connected to and depends on previous blocks that form a
chain, the result is an "only attach at the end" system, i.e., a permanent and
irreversible history that can be used as a real-time auditing system that allows
any participant to verify the authenticity of each record simply by looking at the
data itself.

Wikipedia defines it as: “A blockchain is a distributed ledger with growing lists of
records (blocks) that are securely linked together via cryptographic hashes. Each
block contains a cryptographic hash of the previous block, a timestamp, and
transaction data. The timestamp proves that the transaction data existed when
the block was created. Since each block contains information about the previous
block, they effectively form a chain (compare linked list data structure), with each
additional block linking to the ones before it. Consequently, blockchain
transactions are irreversible in that, once they are recorded, the data in any given
block cannot be altered retroactively without altering all subsequent blocks.”

The Blockchain is a unique data structure that stores information in blocks, each
containing a reference in the form of a hash?® that points to the previous block.

A sequence of bits obtained because of applying a cryptographic reduction function (also
known as a hash function or digest function) on a finite sequence of input bytes. A hash
function, h(x), must satisfy a number of properties: given an input x it must be easy and fast to
compute h(x) but the input x must be very difficult (or impossible) to compute given y=h(x).
Furthermore it must be very difficult to find a pair (x,y) with x=¢ such that h(x)=h(y), i.e., that it is
very difficult for collisions to occur. In general, these functions must be deterministic (a message
always has the same hash value), computationally inexpensive (to be usable in practice),
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This design ensures that the data in a block can only be modified by altering all
subsequent blocks in the chain. This property provides the Blockchain with its
fundamental characteristic: resistance to data modification. Thanks to this
feature, the Blockchain can be utilized in distributed environments, forming a
secure and immutable public database with irrefutable information. In essence,
the Blockchain provides a tamper-proof platform for storing and sharing

information that is both decentralized and transparent.
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The Blockchain enables the maintenance of data integrity without the need for
external means to centralize information. This is achieved by following a protocol
order for all operations in which the chain participates. As a result, the Blockchain
provides a secure and decentralized platform for storing and sharing information.
Any potential attacker seeking to compromise the network would require a
computing power greater than that of all the other nodes combined. In this way,
the network remains secure and resilient against malicious attacks.

Formally, a Blockchain is a digital ledger that is publicly accessible, distributed,
and decentralized. Its primary purpose is to store a record of transactions across
multiple machines, which cannot be tampered with without network consensus.
By using a peer-to-peer network with distributed timestamp servers, the
information stored in this digital ledger can be verified and managed
autonomously. The blocks that make up the Blockchain are validated or
authenticated by users through a massive collaboration driven by personal
interests, also known as miners. Unlike traditional digital content, the design of

uniform and with avalanche effect with the goal that it is impossible to predict any hash value
from other captured hash values.
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the Blockchain ensures that transactions are unique and each monetary unit is
transferred only once, thereby solving the problem of double-spending in digital
currency. In essence, the Blockchain offers a reliable, tamper-proof platform for
recording and verifying transactions that is both secure and decentralized.

In summary, Blockchain technology is an ideal solution for storing and organizing
large amounts of data over time, while ensuring its authenticity and immutability.
It is particularly well-suited for scenarios where data needs to be distributed
across multiple nodes, rather than being held in a centralized system. One of the
main advantages of Blockchain is its cost-effectiveness and efficiency, as it
eliminates the need for intermediaries and reduces redundancy. Moreover,
Blockchain is highly secure and tamper-proof, as it relies on consensus-based
validation models to verify the accuracy of information. This results in
transactions that are both authenticated and verifiable, making it a reliable and
trustworthy platform for a variety of applications.

How does the Blockchain work?

To understand how Blockchain technology works, let's consider a hypothetical
scenario involving two parties, A and B, who wish to transfer a digital currency or
other asset. This transaction, along with other pending transactions, is compiled
into a block and broadcasted to the network of computers participating in the
Blockchain. These computers then validate the transaction in the block, based
on agreed-upon rules and calculations through a consensus algorithm. Once a
consensus is reached among most of the computers in the network, the
transaction is considered verified and the block is assigned a unique hash code,
as well as hash pointers to the preceding and succeeding blocks. This creates
an immutable and secure chain of records. Finally, the value is transferred
between the A and B accounts. At times, when validating multiple blocks
simultaneously, chains of different lengths may be generated. In such cases, the
solution to determining the correct string is typically to select the one with the
longest length. The Blockchain thus provides a reliable, tamper-proof platform for
recording and verifying transactions in a decentralized manner.
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What is the consensus algorithm in Blockchain?

A consensus algorithm in Blockchain is a procedure that allows determining the
validity of a transaction among the different nodes of the network, even if some
of them have errors. In simple terms, it is a method for group decision-making.
For example, suppose a group of ten people must decide on a win-win project.
Each member can suggest an idea, but the majority must support the proposal
that is most beneficial to the group as a whole. The others must accept that
decision, whether they like it or not. Now imagine this same process with
thousands of people, wouldn'tit be more complicated? Consensus algorithms are
not only based on most votes, but also seek an agreement that benefits all
members of the network. Therefore, it is always a win for the network.

Some characteristics of this type of algorithms are:

« Reaching an agreement: The algorithm seeks to gather all possible
agreements from the group.

o Collaboration: Each member of the network seeks the best agreement for
the collective interests.

o Cooperation: All members of the network work as a team and put aside
their own interests.

e Equal rights: All members of the network have the same value in voting,
which means that every vote is important.

o Participation: All members of the network must participate in the voting,
without exception.

e Activity: Each member of the network has equal responsibility and activity
in the group.
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The consensus algorithm used in the Blockchain is based on the Byzantine
generals problem, which illustrates a war scenario involving a group of Byzantine
generals who are besieging a city from different locations. To attack or retreat in
a coordinated manner, the generals must agree on a course of action. However,
only one general can issue the order, as he is the commander, while the rest are
lieutenants.

The generals communicate through messengers, and the commander can issue
one of two orders: "attack” or "retreat.” The challenge arises when one or more
of the generals may be traitors, whose goal is to cause disagreement among the
loyal generals by providing false or misleading information. For instance, if the
commander is a traitor, he may send contradictory orders to the lieutenants. If a
lieutenant is a traitor, he may indicate to other lieutenants that the traitor is the
commander, causing confusion among the group.

To solve the problem, we must look for algorithms that allow us to achieve one of
the following objectives:
1. Allloyal lieutenants make the same decision.
2. If the commander is loyal, then all loyal lieutenants carry out the order he
decided.

The following additional conditions are usually considered in arriving at a solution:
Every message that is sent arrives correctly.

Each receiver of a message knows who is sending it.

The absence of a message can be detected.

In the absence of a message, you have a default order. This condition is
to avoid the problem of the commander being a traitor and not sending
orders.

PoONPE

The consensus algorithm in Blockchain technology generalizes this problem
since there is usually no central node or commander to issue orders, and there
is no hierarchical structure to obey them. Instead, the set of nodes must reach
consensus. Proof-of-Work (PoW), Proof-of-Stake (PoS), and Proof-of-Authority
(PoA) are among the most well-known types of consensus algorithms in
Blockchain.

Smart contracts

Smart contracts are a cutting-edge technology that leverages the power of
blockchain to automate the execution of contracts and agreements. In contrast to
traditional contracts, which are typically based on legal documents and overseen
by lawyers, smart contracts are self-executing computer programs that
automatically carry out the terms of an agreement when specific pre-programmed
conditions are met.

Smart contracts are a technology that can significantly reduce transaction costs
by automating processes and eliminating intermediaries in commercial
transactions. By doing so, they offer a more efficient and secure way of executing

Page 10 of 15




EXPERTENTIAL LEARNING TOOLS of the European Union

S M ART E R Erasrgl.cl)s-z-u gcrisdr:%tmhg
\ g

agreements. Moreover, smart contracts are based on Blockchain technology,
which ensures transparency and immutability of the transactions recorded on the
Blockchain. This makes the execution of agreements more secure, as any party
can verify the transaction history and ensure that the contract has been executed
according to the agreed terms. These are some of the capabilities of smart
contracts:

e Accuracy: Smart contracts are executed with complete accuracy if the
programmer has coded them correctly.

e Automation: Smart contracts can automate tasks that are normally done
manually, reducing the possibility of errors and saving time.

e Speed: By automating tasks and eliminating the need for human
interaction, smart contracts can be executed quickly, reducing the time
required to complete transactions.

e Backup: Each node in a Blockchain maintains a shared ledger, which
provides a reliable backup. This ensures that data is never lost or
corrupted.

e Security: Smart contracts use cryptography to ensure the security of
assets. Even if a hacker were to break the encryption, modifying all blocks
after the modified block is very difficult and computationally intensive,
making it virtually impossible for small to medium-sized organizations.

e Cost savings: Smart contracts eliminate intermediaries, reducing
transaction costs. In addition, the minimal or no paperwork involved in
smart contracts saves money.

« Information management: Smart contracts can manage user agreements
and store information about an application, such as domain registration,
membership records, etc.

e Multi-signature accounts: Smart contracts support multi-signature
accounts, which distribute funds once all parties involved confirm the
agreement, ensuring the security and reliability of transactions.

e Quality control: The Blockchain also ensures the provision of quality
services and can serve as a platform to control and improve all activities
carried out in the system.

Smart contracts have a wide range of applications across various industries.
They are being increasingly used in sectors such as banking and finance,
logistics, and supply chain management. In the banking and finance sector, smart
contracts can automate lending processes and minimize the risks associated with
fraud and errors. In the supply chain, they can be used to track products and
automate payment and delivery processes, thereby increasing efficiency and
reducing costs. Some essential features of a smart contract are as follows:

e Distributed: Everyone in the network has a copy of all the terms of the
smart contract, and they cannot be changed by one of the parties. A smart
contract is replicated and distributed to all nodes connected to the network.

e Deterministic: Smart contracts can only perform functions for which they
were designed, only when the required conditions are met. The result will
not vary, no matter who executes the smart contract.

e Immutable: Once deployed, a smart contract cannot be changed, it can
only be removed if the functionality is previously implemented.

e Autonomy: No third parties are involved. The contract is created by a user
and shared between the parties. There are no intermediaries involved,
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which minimizes harassment and gives full authority to the contracting
parties. In addition, the smart contract is maintained and executed by all
nodes in the network, removing all power of control from any one party.

e Customizable: Smart contracts can be modified or customized before they
are launched to do what the user wants them to do.

e Transparent. Smart contracts are always stored in a distributed public
registry called blockchain, so the code is visible to everyone, whether they
are participants in the smart contract.

e Reliability: Third parties are not required to verify the integrity of the
process or to verify if the required conditions are met.

e Self-verification: Smart contracts are self-verifying due to automated
capabilities.

e Self-executing: They are self-executing when the conditions and rules are
fulfilled at all stages.

How do smart contracts work?

As we have seen, a smart contract is a digital version of a traditional contract that
incorporates the security of the blockchain through its encryption, including
details and permissions that are written in code and require an exact sequence
of events to be fulfilled to trigger the agreed terms. Time constraints can also be
set for contract fulfillment. In addition, each smart contract has its own address
on the blockchain and can be interacted with through that address, provided the
contract has been broadcast on the network.

The logic behind smart contracts is simple and is based on an IF-THEN structure,
e.g. "IF you send object A, THEN the corresponding sum (in cryptocurrency or
money) will be transferred to you", "IF you transfer a certain amount of digital
assets, THEN object A will be transferred to you", or "IF | finish the job, THEN the
agreed digital assets will be transferred to me".

It is important to note that the WHEN constraint can be added to include the time
factor in smart contracts. Smart contracts allow setting precise conditions that
must be met for the execution of the terms agreed upon in the contract. In
addition, there is no limit on the number of IF or THEN conditions that can be
included in a smart contract.

The process of executing a smart contract consists of the following stages:

« Defining the objective: First, the objective of the smart contract is defined.
For example, a contract can be created to offer an IT solution to
customers. All the terms of the contract are encoded and sent to the
network.

e Reaching an agreement with the customer: once the contract is available
on the network, all interested parties can discuss and evaluate the terms
of the contract before reaching an agreement.

« Confirmation of the agreement: once an agreement is reached, both
parties must use an electronic signature to confirm acceptance.
Blockchain technology ensures that all contract requirements are met.
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« Contract execution: once the agreement is confirmed, the transaction is
executed, and the payment is sent to the recipient. Each transaction
record is automatically created through the smart contract code. This
process is repeated until all obligations stipulated in the contract have
been successfully fulfilled.

v
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Smart contracts and their benefits in the enterprise

The Blockchain together with smart contracts offer significant value to
organizations, simplifying all operations and making transactions transparent and
simple. All tasks are executed, controlled and recorded by the system, without
parties being able to take actions behind the curtains.

With smart contracts, you can be sure that all parties will fulfill their commitments
as agreed, eliminating legal errors, risks of manipulation and fraud. Everything is
based on the principle of "if | do this, | get that", and "if | don't do this, | don't get
that". Everyone is on equal footing, and it is impossible to cheat or spend bitcoin
twice.

Among the benefits of smart contracts is automation, although it is not the only
one, as smart contracts can also offer:

e Trust and transparency: Once deployed, neither party can change the
terms of the contract for personal gain. In addition, all terms are visible to
the parties, allowing them to follow the execution of the contract and review
transaction information.

e Security: Each record is connected to the previous and next, making it
difficult for hackers to change a single ledger record. In addition, although
the records are accessible to anyone, the anonymity of the parties is
maintained, as no names or private details are revealed.

e Automation: Standard contracts allow for the possibility of one or both
parties cheating, ignoring certain aspects of the agreement, executing
terms differently or not executing them at all. In contrast, the automation
of smart contracts means that all the work is done mechanically without
the need for any intermediaries. In addition, because everything is handled
by software, cases of data falsification or non-compliance with any part of
the contract are eliminated.
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e Cost reduction: Through automation and encryption, entrepreneurs can
significantly reduce operational costs. Accenture indicates that investment
banks alone could save $8 billion a year by adopting smart contract
technology. All transactions are fully visible to all parties involved, and
multiple intermediaries are not required to make and monitor complicated
payments. Instead, anyone can streamline all transactions themselves in
real time, without having to pay fees, charges or commissions.

e Accuracy, efficiency and agility: Automation streamlines all the steps
involved, ensuring accurate and efficient contract execution. As soon as
the prerequisites are met, the required action is performed automatically,
regardless of who is involved in the operation.
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